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Optical Fiber Core Diameters

62.5 ym 50 um Single-Mode (9 pm)

125 pm

Y

OM1 Multimode OM2/0M3/0M4/0M5 0S2 Single Mode
Multimode

Figure 1: Optical Fiber Core Diameters
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UTP Category:
Catl: 1Mbps
Cat2: 4Mbps
Cat3: 10Mbps
Cat4d: 16Mbps
Cat5: 100Mbps
CatSe: 1Gbps
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Cat/: 10Gbps
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Transmission Control Protocol / Internet Protocol ~ :TCP/IP
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TCP/IP JSig

Simple r-Services: File BIND/ | Telnet Simple Bootp | Trivial Network File System
Mail * rlogin Transfer | DNS Network file

Transport |« rsh Protocol Management Transfer

Prtocol . rcp Protocol protocol g’;ﬁma'

Representation

Remote
Procedur Call

Transmission User
Control Datagram
TC P Protocol U D P Protocol
Internet Internet Internet
Protocol(RIP, EGP, BGP, OSPF, ..) Group Control
IGMP Message ICMP Message
Protocol Protocol
ARP Adress Resolution Protocol
Ethernet Logical ATM PPP SLIP Frame X25
V2 Link 802.2 Relay
Control
Ethernet Token Token DQDB FDDI
802.3 Bus Ring 8026 ISO 9314
802 .4 8025
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2o o MAC jlais!a b (media access control) ailwy ow yuws J xS olws S jd ol 4

R olBiia sl 3 o a8 il g o8y  Jlulid Caga .

:dj\m

J‘MU:UMMQJ\SDJJJLM&S}ELM}

:?34&“5

- - &ﬂu‘&\}&)‘ﬁb)@@b&\.@&udd\ﬁ

s sl oot Networks 10058 o) sis



IP Address

G Sl Ahla ()l g Ay A5l G )3 alles 98 Bl ) g

192.168.1.10 «— |PVersion4 =

2702:A0B3:8012:D0OE5:0000:0000:0000:B25F ) IP Version 6 =
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IP Address

32 bit « IPVersion4 =

@QM\J&AQMJS*\SJ.A&J;UMJ\ Al g pAsass thit v

32 bit = 4 *( 8 bit)
1Byte = 1 Octet

8 bit

Octet 1 Octet 2 Octet 3 Octet 4
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IP Address

1 Octet IP Version 4 =
128 64 32 16 8 4 2 1
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IP Address

1 Octet IP Version 4 =
128 64 32 16 8 4 2 1
1 1 1 1 1 1
7 6 5 4 3 2 1 0
2 2 2 2 2 2 2 2

128 + 64 4+ 32 + 16 + 8 + 4 4+ 2 4+ 1

255  €======
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IP Address

1 Octet IP Version 4 =
128 64 32 16 8 4 2 1
0 1 1 0 1 1
7 6 5 4 3 2 1 0
’ 2 2 2 2 2 2 2
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IP Address

1 Octet IP Version 4 =
128 64 32 16 8 4 2 1

192 168 1 10

l1]l1jo0fjojlojojojojajoj1fjofaijojojojojojojojojojofrilololololilolilol

\ J\ )\ J\ )
f f f f

\ 1 Octet 1 Octet 1 Octet 1 Octet |

f
32 bit
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IP Address

IP Version 4 =

'
Internet Protocol Version 4 (TCP/IPv4) Properties

General

Tt

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

© Use the following IP address:

IP address: 192.168. 1 . 10

Subnet mask: | 255.255.255. 0 |

Default gateway: |192.168. 1 . 1 |
Obtain DNS server address automatically

© Use the following DNS server addresses:

Preferred DNS server: | 192.168. 1 . 1 |

Alternate DNS server: | 8 8 8. 8 \

([ validate settings upon exit PR

OK Cancel
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Subnet mask

IP Version 4 =

Internet Protocol Version 4 (TCP/IPv4) Properties

General

g

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
() Obtain an IP address automatically . 2w d-‘ - - *
L ) 4
© Use the following IP address: = 6 AM‘ ~u I P J‘ = *
IP address: | 192.168. 1 . 10 |
Subnet mask: I | 255.255.255. 0 | I * » 255
Default gateway: |192.168. 1 . 1 |

Obtain DNS server address automatically

© Use the following DNS server addresses:

Preferred DNS server: | 192.168. 1 . 1 ‘

Alternate DNS server: | 8§ .88 B \

([ validate settings upon exit Advanced...

OK Cancel
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Subnet mask

IP Version 4 =

ot

Internet Protocol Version 4 (TCP/IPv4) Prope
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
() Obtain an IP address automatically . g d-‘ ° - 000
© Use the following IP address: 8 AM‘ 'u I P J‘ 2 *
IP address: | 192.168. 1 . 10 |
Subnet mask: | 255.255. 0 . 0 | ’ > 255 * 255
Default gateway: | 192,168 . 1 . 1 |

Obtain DNS server address automatically

© Use the following DNS server addresses: 6 5 , O 2 5

Preferred DNS server: | 192.168. 1 . 1 ‘

Alternate DNS server: | 8 8 84 8 |

[ validate settings upon exit [ Advanced... |

OK Cancel [
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Subnet mask

IP Version 4 =
asedio el :Netld (Network Identifier) =

SFomalS o jlad :Hostld (Host Identifier) =

Subnet Mask 1111111 00000000 00000000 00000000

&/ —

Network Bits Host Bits
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Subnet mask

Gl g4l DS Hostld s Netid (b g9 Susdls ¢ ¢ild v/

38 Mo Calide ol b b s ASed ()65 s il S L v/

Address Class Valuein First Octet Classful Mask

IP Version 4 =

Classful Mask

Class A 1-126 255.0.0.0 /8
Class B 128-191 255.255.0.0 /16
Class C 192-223 255.255.255.0 /24
Class D 224-239
Class E 240-255

s s
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Subnet mask

IP Version 4 =
Class A U

l

(011 11f1 1] 17171]

CMM).&»ao)‘g.o.b Jg' Octet Jg‘% v
16,777,216 =YF gyl ¥ «—— Silowo SLHostld glp e YF V
o 0 VTV S0e ds (Gl y0 0,10 45 Jgl w35 d1) oS S 1y by s plos Net Id o 51V

127.0.0.1 «——— Cowloolaiwl oyg0 4ol & 5 SodMlw 9 cnd sl :LoOpback Address
Class A

TNetwork | Host

110 126 X X X
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Subnet mask

IP Version 4 =
Class B U

||

(11011 1]171711]

Sosumd Hostld suslo 3L Octet Lgo g comd aSuis oyl JglOCtet G g0 v/

g (o0 E90 Ve b Jgl Octet Jol con 9o v/
oS ool puilgie s VP 31 Lo Netid gl p gg0mx0 yo v
65,636 =18 sleaY ailo o SbHostld slp e Vs vV

Class B

T Network | Host

128 to 191 X X X
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|1

(1111041 1]171711]

Subnet mask

IP Version 4 =
Class C U

il oo a5 o 5lels b Netld ) bgs yo Jol Octet aw v/

sl oo HoStld &5 bgs yo 45T Octet Lais v/
awb o MY+ Jol Octet Jof caw amw v

oS ool puslgis cas YY 51 Lo Netid gl o ggo0 yo v
256  =Aglga¥ «——— il JbHostld slpewA v

Class C

U Network | Host

192 to 223

X X X
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IP Address

IP Version 4 =

ab ) b plw Hostld elos ,51 < Broadcast »

192.168.1.255

Wb 0 b plp b Hostld plod ,51 < Network Number >

192.168.1.0

Lol B o (5l pizo (w30 ylgne as Wilgiwes HOSEID po o Lol g fal gyl
192.168.1.1-254
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e

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

© Use the following IP address:

IP address: | 192.168. 1 . 10 |

Subnet mask: | 255.255.255. 0 |
I Default gateway: |192.168. 1 4 II

Obtain DNS server address automatically
© Use the following DNS server addresses:

Preferred DNS server: |192.168. 1 . 1 |

Alternate DNS server: | & <8 8« 8§ |

([ validate settings upon exit oy
OK Cancel

ety
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Gateway

3 3lwae Lo po L 4l ol b o iyl a1y o aSlcls a5 alws v/

Router
Switch Manage

MODEM — 192.168.1.1
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Gateway

3 3lwae Lo po L 4l ol b o iyl a1y o aSlcls a5 alws v/

192.168.1.0

MODEM

192.168.1.1 Internet
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Gateway

3 3lwae Lo po L 4l ol b o iyl a1y o aSlcls a5 alws v/

192.168.1.0

Router

192.168.1.1

Internet

—

192.168.30.1
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Gateway

3 3lwae Lo po L 4l ol b o iyl a1y o aSlcls a5 alws v/

192.168.1.0

Switch Manage

192.168.1.1

Internet

192.168.30.1
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Domain Name System PU— DN S

_, S—
Internet Protocol Version 4 (TCP/IPv4) Properties

General

Tt

Sl 5 [P Address 4e W 4l aul o Gga v

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

© Use the following IP address:

IP address: | 192.168. 1 . 10 ‘
Subnet mask: | 255.255.255. 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DNS server address automatically

Use the following DNS server addresses:

Preferred DNS server: |192.168. 1 . 1 | |
Alternate DNS server: | 8 8 .8 8 h T > Google DNS
(] validate settings upon exit e ‘

oK | Cancel ‘
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Domain Name System o D N S

https://dnschecker.org 4y 5yl SQip OIS S Qe

https://www.nic.ir ~—— adald S A Qe

Kiala Sl [P Sy il g

https://www.dynu.com
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Dynamic Host Configuration Protocol —— DHCP

Internet Protocol Version 4 (TCP/IPv4) Properties X | ;S\AJ““‘.AJS\ C;\J  — 4_.1 ‘\5\.1&:. " L;\A C||ent é\-j |P L).u‘).ﬂ OJ\J UALLA.\A.N ‘ \/

General Alternate Configuration

You can get IP settings assigned automatically if your network supports ]
this capability. Otherwise, you need to ask your network administrator ¢
for the appropriate IP settings. ‘

I © Obtain an IP address automatically I

Use the following IP address:

IP address: | / 7 - I
Subnet mask; | - - - | \
Default gateway! | i ‘ . '

© Obtain DNS server address automatically

Use the following DNS server addresses:

Preferred DNS server: | - ; - |

Alternate DS server: | : . ’ |

Validate settings upon exit Advanced

OK y @ Cancel
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Netwo

Network Connection Details:

Dynamic Host Configuration Protocol

rk Connection Details

Property Value
Connection-specific DN... Home
Description Qualcomm Atheros ARS56x Wireless |
Physical Address A4-DB-30-33C7-73
Yes
I IPv4 Address 192.168.1.153
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Tuesday, May 17, 2022 7:52:24 PM
Lease Expires Wednesday, May 18, 2022 7:52:24 P
|IPv4 Default Gateway 192.168.1.1
19216811
IPv4 DNS Servers 152.168.1.1
88388
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Link4ocal IPv6 Address fe80::914.c884:%3d.c028%.6
|Pv6 Default Gateway fe80::1%6

Close

— DHCP

DHCP ) saldie N3

A0 by aSad 10 2 s gl OIS Dlaxs Vv
Qu\omq‘)m@un:) QJOML_QH@\A|P4%45\_Q\ v
ol ALy Ly y81 ) Sy g 4o Uad Jlais) v

il 3kl W P gy Cu e s SRS DHCP ) sdiinl b v
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Dynamic Host Configuration Protocol

Network Connection Details

Network Connection Details:

Property

Description

Physical Address
DHCP Enabled

IPv4 Address

|Pv4 Subnet Mask
Lease Obtained
Lease Expires

|IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Server

Link4ocal IPv6 Address
|Pv6 Default Gateway

Connection-specific DN...

NetBIOS over Tepip En...

Value

Home

Qualcomm Atheros AR956x Wireless |
A4-DB-30-33C7-73

Yes

192.168.1.153

255.255.255.0

Tuesday, May 17, 2022 7:52:24 PM
Wednesday, May 18, 2022 7:52:24 P
192.168.1.1

152.168.1.1

152.168.1.1

88388

Yes
fe80::914.c884:73d.c028%6
fe80::1%6

Close

— DHCP

DHCP J saldicd) sl 3a (]

3 e aladl a o ) sam Ay (A Gl Y
Olizalal 8 5 (sl s Sy v

Wae BalS ) sk Son Sy e Gle) e V1

s sl oot Networks 10058 o) sis



Hardware Port Port

Software Port

Software Port

Al oo A el S ) g b (g )1 8 e s
MSGAM\AMQ_\S\T}JJJJMJ\QPW%MJJ&J\}\?}QJJJ v
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Port

Software Port

HTTP 3389

HTTPS 443 DNS 53
FTP 21 SMTP 587
SSH 292 POP3 095

TELNET 23 SQL 1433

@4 pule 1wt Networks 10,92 O s



Network Address Translation P— N AT

NAT in MODEM U

Jﬁwdgmﬁcm od\ﬁﬁu\dﬂﬁ@)ﬁ%\j@)\angjé\sc_f\.@&u L}u)d“\.}‘)éi\dduua:)jed}a

'E
L I =
3 =

IP: 192.168.1.10
Gw: 192.168.1.1
DNS: 192.168.1.1

.u ?')

192.168.1.1  5.37.201.250 t{b .

e e 1oasa Networks 092 O sis



Command-Line =

= |[pconfig
" ping

= fracert

2 4 s Network+



Command-Line =

= |pconfig /g]| L e S0 S Claidia
[release b 2525a 0 OY o
Irenew = ool B R

¢ 4 uls Network+



g m b

Command-Line =

(UL 4 e (i) Siaa ) 83
Ldia daad Ay ) WS4
SRS target-name

(32B ol B 827) |V WEAUNTIPE EN Ol 38

MAW?UOJJJYMJQ

Network+



ping

C:\Users\Abbas>

C:\Users\Abbas>ping 192.168.1.1

Pinging 197a’iSmium
from 192.168.1.1:
from 19z.105.1.1.
from 192.168.1.1:
from 192.168.1.1:

wish 32 bytes of data:
bytes=32 time=1ms
bytes=32 time=3ms
bytes=32 time=4ms
bytes=32 time=3ms

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = ©

Approximate round trip times in milli-seconds:
2ms

Minimum = 1ms, Maximum = 4ms, Average =

C:\Users\Abbas>

TTL=64
TTL=64
TTL=64
TTL=64

(6% loss),

g m ol

Network+

Command-Line

»w

RPP_T-P

UAJA\D



ping

C:\Users\Abbas>
C:\Users\Abbas>ping 192.168.1.1

Pinging 192.168.1.1 withwi@whyptag of data:
from 192.168.1.1: | bytes=32/|time=1ms TTL=64
from 192.168.1.1: pytes=3z time=3ms TTL=64
from 192.168.1.1: bytes=32 time=4ms TTL=64
from 192.168.1.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 2ms

C:\Users\Abbas>

g m ol

Network+

Command-Line



ping Command-Line =

C:\

C:\Users\Abbas>
C:\Users\Abbas>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytegaafadatas
from 192.168.1.1: bytes=32 time=1ms TTL=64
from 192.168.1.1: bytes=32"TINc=5Ws"TTL=64
from 192.168.1.1: bytes=32 time=4ms TTL=64
from 192.168.1.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 4ms, Average = 2ms

C:\Users\Abbas>

A Ty Ol U
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ping Command-Line =

C:\Users\Abbas>
C:\Users\Abbas>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of datag
from 192.168.1.1: bytes=32 time=1ms TTL=64
from 192.168.1.1: bytes=32 time=3ms™VVL=0%
from 192.168.1.1: bytes=32 time=4ms TTL=64
from 192.168.1.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 4ms, Average = 2ms

C:\Users\Abbas> s

A ) gA ATA ) gl Al ¢ A g Bl Al of Jeb e S As cl dle Sl «— Time-To-Live
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ping Command-Line =

C:\

C:\Users\Abbas>
C:\Users\Abbas>ping 192.168.1.1

Pinging 192.168.1.1 u1th 32 bytes of data:
from 192.168.1.1: bytes=32 time=1ms
from 192.168.1.1: bytes=32 time=3ms
from 192.168.1.1: bytes=32 time=4ms T
from 192.168.1.1: bytes=32 time=3ms T

pirﬁn St e LA 1007 1£0 1 e I

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
r’:\ppl'UA‘LllldLC QAL IRLW | LI';P CANCS 41l miii1i-"oC L LUliuS .
Minimum = 1ms, Maximum = 4ms, Average = 2ms

C:\Users\Abbas> ‘ "o D

&U\A}5\&)@45\&%@5JMQQJJJJMJ\L’:\MJA‘U.QQS.J
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ping Command-Line =

Microsoft Windows [Version 10.0.22000.613]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Abbas>ping 192.168.30.2

Pinging 192.168.30.2 with 32 bytes of data:
t timed out.
t timed out.
t timed out.
t timed out.

pinn rdndictire LAan 107 1£0 22 0.

Packets: Sent = 4, Received = @, Lost = 4 (160% loss),

C:\Users\Abbas)

dazdd (]
Coa) AT8 ) Cod ) S dad g i <l 3 Al e Lal ad Jla) by sy
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ping Command-Line =

C:\Users\Abbas>
C:\Users\Abbas>ping 192.168.1.200

Pinging 192.168.1.200 with_22 byvioc of datac
Reply from 192.168.1.150 Destination host unreachable.
Reply from 192.168.1.150. UesiindLiun nusL uliredciiduie.

Reply from 192.168.1.150: Destination host unreachable.
Reply from 192.168.1.150: Destination host unreachable.

Ping statistics for 192.168.1.200:
Packets: Sent = 4, Received @ (0% loss),

C:\Users\Abbas>

(&L Ghigald vala a3 8 (Sal) Gl agaga b g (i 3 53 ) ga Lala
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Command-Line =

Ay (5530 e (DS padidie g v/

_d - MWJJ*?@LAIP Olulal Jadd

= tracert target-name
-h sy peaida 2 ) e
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Command-Line =

l ICKP Dest Unreach
: ICMP TTL Excead
| ICMP TTL Exceed
'CMP TTL Excond ICMP TTL Exceed
L
1 TTL-1 TTL=2 TTL=3

SRC Router 1 Router 2 Router 3 Ruuter 4 DST

= fracert

$da s Network+



Command-Line =

C:\Users\Abbas
C:\Users\Abbas ‘tracert 8.8.8.8

Tracing route to dns.google [8.8.8.8]
over a maximum of 3@ hops:

ms 2 ms Tenda.Homdll [192.168.1.1]
ms 23 ms 16.142 .33 =

ms 24 ms 172.16.35.81
ms 32 ms 172.16.34.45
ms 32 ms 172.16.2.173
ms 25 ms 10.262.6.160
ms 46 £ 10.21.21.22
ms 44 ms 10.31.71.26
ms 41 ms £ 10.21.71.22
ms 42 ms 10.21.21.22
ms 42 ms 85.185.45.133
ms ms 10.2062.4.266
ms 63 ms 213.202.4.172
ms 68 ms 213.262.5.239
ms 65 ms 216.239.48.133

ms 66 ms : 74.125.25
64 ms dns.googld [8.8.8.8]

C:\Users\Abbas>

2 4 s Network+



Routing =

Jjﬁgqé\;'\égéuj\Lguﬁugg\ﬁgu&wg&ﬂ\g\ﬁgjgwﬁj)éqf

2 & (Router) s, diaame aladl |y Ky 5 dae 48 ) a4 v/
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Routing =

ethl 4 eth3 | eth5

— — i
- eth2 5 ethd
s ® "
O o0 0
— © ©
N - ~
o N N
— o)) =2

— —i
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Routing =

192.168.1.0/24 Router 192.168.30.0/24

AN 79
192.168.1.10 68‘ 2, 192.168.30.101
A92" 768,30, |

ethl: 192.168.1.1
eth2: 192.168.30.1

l—L ~*_ 192.168.1.12
192.168.30.103

GW:192.168.1.1 GW:192.168.30.1
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Network Security U
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Network Security U

1- Confidentiality y Oog dile o
s Sl ol Sub dw 2- Integrity - s

3- Availability > 099 e e
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Confidentiality =
Oy 9 d.SLoJ.z.o

wawlgd T piild a5 w090 sl 4 1 0319 4099 dilo g0 =

Aol i JoS wjliolos gsS‘)"é
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Confidentiality =
dilo o
2w (8 55 Ao yxo b p il -
(s yiwrd J yiiS sla o g B Jlg B 3 eoliiw! V7
4l (P qolio dy (oww y5und (513 youe 30y 9 (532315 pL 31 oolaswl V7
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Integrity =
S

145 WS (0 ool B 0010 K> )Ly -

S e JU e 53 W 00l ¥

35 pleml (ali (g 9 Jol clilos v/

P Wy SO (G B g Ay o
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Availability =
QPP ¥ e )9
il (o0 A 50 B 0310 &y (w ywd 51 5o

D9 WBgS  w pwd jO Juo )0 12,888 jg pw caiidun H5 51 Jlw jo a3 O LS (559 yw S
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Availability =
OOP Ve o
25w S (S e (99 5 Ty g 1 (51 99 W

ol 5o las sloyl g 4ol oliiws S 4 cawbinl o ¥ b wledbl Jlu,l v/

Ay S 4 YUyl Sl ol 5 Canslys 50 walis Jonw Syl V
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Availability =
OOF ¥ w9 o
TS 3O 59w 1S A L pwd 5O S 39 90 Sletwlw

(5939) redundancy <

Power supply
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Avalilability =
Qag.g u»).}l.uo 3y
TASa 39 39 w0 (oS 4SS (o g 30 Cug> 992 90 (Slgiwliw

(593 redundancy

NIC
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Availability =
OOF ¥ w9 o
TS 3O 59w 1S A L pwd 5O S 39 90 Sletwlw

(5939) redundancy <

DISK
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Availability =
OOF ¥ w9 o
TS 3O 59w 1S A L pwd 5O S 39 90 Sletwlw

(593 redundancy

redundant array of independent disks - RAID

~

M LSLQ S O }‘ Lg‘ 4\.1|)|
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RAID =

Mirrored Volume

¢ e ot Networks 10032 () sis



RAID =

Striped Volume
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RAID

A=-FARITY

C=PARITY

(]
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Wireless LANs

WLAN gl g pplia

g (0 Jratio e (2 59y SO L Clu gy eS| aSilo e (2 A s | ST A e (2 S SO
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Wireless LANs

Smart Phone WLAN LS‘J%‘ J P‘A.AL&A |

Wireless Routers

Internet
Service
Provider

Basic WLAN Topology with a Wireless Router
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Wireless LANs[
WLAN g') 5 aplia =

Wireless Access Point

Internet
Service
Provider

Router

Basic WLAN Topology with a Wireless AP

¢ e ot Networks 10032 () sis



Wireless LANs

Antennas =

ol 3159 lg0 ol colils i 4o wl ol Gl plin a5 o1,b Glaal

s s

LS 5 AP O b 25 alald v
i gy Canf adhaie s AV

A AP J,j\.u\.)di\ﬁ ) lial v

Network+



Switch Router

Omnidirectional Antenna Coverage

Wireless LANs

Antennas =

qF-3 u.a.’i 3 OJ):.MS A d g

Omnidirectional v

Aea dad *

Internet
Service
Provider

e e 1oasa Networks 092 O sis
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Wireless LANs

Antennas =

Wireless Access Point Wireless Access Point . o
with Unidirectional with Unidirectional i 6] 300y dws g0
Antenna Antenna

adyh Sy o« Unidirectional v/

Building A Building B

Unidirectional Antenna Coverage

SXT
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Wireless LANs

Frequencies and Channels =
b 2 slawily

S guno 08Lw] w2 LIy ol jo W ool JLGI 6l o1 51 4 s 0l Zlgol 31 lo ypuns v

3900 YL b JUS! e by YU (Wil )8y o >

&S o0 oy JublS gy 9 Ao ol oS Zlgol G0 s jadz 2 >
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Wireless LANs

Frequencies and Channels =

Industrial Scientific Medical « ISM bands v

Cowl 0l 953y (S 3 g oode o giziwo Blodl gl Mol o o j0 &5 ol b5 8 sl sdguxeo
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Wireless LANs

Frequencies and Channels =

:‘WLAN ‘SLQ A P a0 ‘Sl.bdélg

2.4-GHz to 2.5-GHz « 2.4-GHz band v

5.725-GHz to 5.875-GHz 5-GHz band v
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Wireless LANs

Frequencies and Channels =
2.4-GHz band v

Ao iy [y Sty ailie >
3,18 (ol Laws Oledbl Jola &4 >

IS (o0 Dyl ) Al p CaulSo oo B PO ey 0lSowd £ g6 & asws Wil (0] >

dBdo ligy ) 9 S ) (G00903n 9 WS oo jeus it plusl g Hlso 3l el »

ol Ob § (gooliimw! JJo a4y wilS )8 ol Ko o515 = U 38 Wil ol (e 4SS

.A.J»Sé.o Sl | J&w.o R ‘5’9.’9.1.: L;UboLi’f.wo 9 o U'°'L’ ‘&,33[.033‘ <y ‘9.199)5%& QJSJ.o.c 39 Wifi 5 os)Lc
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Wireless LANs

Frequencies and Channels =
5-GHz band v

Cow! o0 e.‘>|).b S o5 odguzo - g Sl S gt 39 b &‘ >
3,18 YU luwwd wledbl Jols &5 »
I g0 Al g CaulBo 1Wee s Loo JUSl e pw >

Cawl Db (! 3l oS goolaiwl Jdo 4 aslll jo o5 sl < S 38 Wb ] o ST
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Wireless LANs(]
WLAN Standards =

s &1 (WLAN) s oo 6o aSiis (adl oy 0 ylaibiw! cpdgl oylgims (IEEE) Seig puiSl g 51 oyLwiieo cpocel bawgi 148V Jluw 43 5L oyl v
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Standard

802.11

802.11a

802.11b

802.11g

802.11n

802.11ac

Band

2.4 GHz

5 GHz

2.4 GHz

2.4 GHz

2.4 GHz or 5 GHz (or

both)

5 GHz

Max. Bandwidth

1 Mbps or 2 Mbps

54 Mbps

11 Mbps

54 Mbps

> 300 Mbps (with
channel bonding)

> 3 Gbps (with MU-

MIMO and several
antennas)

g m b

Wireless LANs

WLAN Standards =

A+YNa
AYNE
AYWNb
A+YA\n
A+Y. N ac

Network+

J

ElFl iy ¥ Cgaxo

AoY N 5 lastow!



Wireless LANsU
Types of WLANs =

Independent Basic Service Set (IBSS) JEao 4l Dloos ac goso
Basic Service Set (BSS) — Ll Clous acgoze

Extended Service Set (ESS) — 03 yiuwS Olous ac oo
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Wireless LANsU
Types of WLANs =
IBSS >

Ay o= Mbps 11 4 Sl b 4ol o) e 1 -Y

L a4 S b QU Gl cal s ¢ G 35 ad-hoc sl 4Sed 53 o @,y

DS e S Saly a8 ol (Aldily e el (G sere gl Qala ) ) ASGl Gle 4y ¢

Internet
Service

Provider
Switch

Independent Basic Service Set (IBSS) WLAN
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Wireless LANs U]
Types of WLANs =

BSS »

. Wigdd o0 ool BSS WLAN i yls AP Sy Luiis a5 oo WLAN v/

Internet
Service
Provider

Router

Basic Service Set (BSS) WLAN

s sl oot Network+ 10050 Ol sis



Wireless LANs U]
Types of WLANs =

ESS >

Laptop Laptop Laptop Laptop

ol oo ESS WLAN 1, AP S 51 i s9l> sl WLAN v/

Internet
Service
Provider

Extended Service Set (ESS) WLAN

s sl oot Networks 10058 o) sis



Wireless LANsU
Types of WLANs =

AP > 3019 419

iy ddlaie a5 Joluw SO 3l adBy ygas Kineg, Sl b ol axils o929 b b AP s Sligen jidg So V)

0isS soliiu] Sliseen slo il 3 5l als ide cou 3blie v/
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g m b

Wireless LANsU
Types of WLANs =

AP > 3019 419

Sl siad yie sl JUIS 45 &8s a8 Mo e L 5 gy IS
) 25 (idgy caad slalie a3l g3 e 59,088 2.4 oy 0
AP (il sy a3 (ghalie (g 4 JlSo Sna ) 4 s
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Wireless LANsU
Types of WLANs =

AP i (3818 413 <

) 2.4GHz Band

RF Channels

’ 0" | 0" "

s sl oot Network+ 10050 Ol sis



SGHg Band
5.15

Channel center
frequencies

Wireless LANs

Types of WLANs =

AP > 3019 419

Lower band Middle band Upper band
5.15-5.25 5.25-5.35 5.725-5.825
indoor indoor and outdoor outdoor

§5.180 5200 5220 5240|5260 5280 5300 53205745 5.766 5.785 5.805
I | | | | | I | |

5.825

Operating
channels

36 '40'44"48"'52 "' 56" 60" 64 '149"'153'157 161

s sl oot Networks 10058 o) sis




Range Comparison of 802.11 Wireless LANs O

i i 111Mbps 1 : u
: , fiiMbps L Types of WLANSs
802.11b » - - i 1 12Mbps i]Mb
' : ' : ' {1Mbps
: ' | . | 30CM 253 &gd A vV
T B4AMbps ! ; :
i 48hrbps ' : i
i 36Mbps ! : ;
802.11¢ : ;ﬁ_IMt&‘ ' ;

6Mbps

- ————— - - —————— s wm - ————

1
: !
. 1
SO L. 1001t 150 ft. 200 ft. 250 ft. 300 ft. 350t
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Wireless LANs

Security Mode =

Wireless Network

Network Name (SSID)

Mode

Security Mode

Channel Selection:

Channel:

Network Password:

Show Network Password:

: = Disabled

. HOME-D12F
: 180211 bigln v | Wired Equivalent Privacy
.| WPA2-PSK (AES) v

Open (risky) Wi-Fi protected access

WEP 64 (risky)
WEP 128 (risky)
W;ﬁﬁgﬁ g\'é'sp)) Wi-Fi Protected Access 2
WPA2-PSK (TKIP

WPA2-PSK (AES

WPAWPA2-PSK (TKIP/AES) (recommended)

4

s sl oot Networks 10058 o) sis

Open
WEP

WPA
WPA?2

O O O O



Wireless LANs

Security Mode =

. . , L 2SR 0,y s g
Sl (6 )50 305 d g Wbl yl yo ol (55138 9 551 (9 yiogeo Encrvnt
yption
i 5 03y 5 (AN WEP S8 sl 4 08 (n3Sla ) IS5 93 O TKIP o

Temporal Key Integrity Protocol

) 0 35 0 3538) (3ol ey 000ua) g ARG Sy IS5 Ky Ol 535 A AES ) ool AES o
Advanced Encryption Standard
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